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Background -- Field of Invention

This invention relates to integrating Internet SMTP electronic messaging to postal services. Methods are presented for extended Electronic Addressing, Authentication and Billing for a complete solution for Service Providers. A new class postal services is presented for providing electronic mail addresses and facsimile numbers to subscribers that do not have access to any technology or do not want to use any technology.

Background -- Description of Prior Art

Simple Mail Transfer Protocol (SMTP), documented in RFC 821, is Internet's standard host-to-host mail transport protocol used by my more than a 100 million Internet email users.

Some twenty leading Postal Services including the United Stated Postal Services USPS implement hybrid mail via proprietary standards governed by the International Data Post A/S.

Postal Services that provide Hybrid Mail accept by proprietary means transfer of customers electronic documents for on-demand printing, folding, insertion and enveloping using customer address files. A typical example would be for a Postal Service on-demand statement printing for a bank and subsequent postal delivery to a bank's customers.

Hybrid Mail has its origins in large mail volume bulk operations.

Recent efforts by International Data Post PC ePOST and the Royal Mail - Microsoft RelayOne™, alliance advance the state of art by enabling individuals to send electronic letters by down-loading a special purpose print driver. RelayOne™ is accessible via the Internet. IDP is working on a PC ePOST version to be accessible via the Internet. 

Sweden Post has a national electronic messaging project called @post that will make use of IDP's Hybrid Mail facilities. Sweden Post has plans to provide every Swede an email address of the format address@post to take advantage of the unique legislative requirement every Swede having to report their current postal address.

The major disadvantage of the address@post is that it requires existing email users to adopt yet another email address. Also, a postal service provider for @post has to run a full-scale electronic messaging backbone making the setup and operation of such a solution significantly more expensive and difficult.

The drawbacks of the above Postal Services efforts are:

· The solutions do not use standard email and web-browser clients, thus forcing the user to change work practices. 

· The use of special purpose print drivers is not Internet standards compliant.

· There is no integration of the Email Inbox with hybrid. Any use of the PC ePOST or RelayOne™ is separate from the client's normal use of Internet technology and messaging in particular.

· RelayOne™ prompts for credit details each time you invoke the print. This corresponds to you having to buy a stamp each time you want to send a letter. The inventor finds RelayOne™ very cumbersome. 

· None of the services addresses the fundamental issue of many people wanting an email address and a facsimile number without having to be burdened by the technology.

A United States based private provider E-Snailallows the use of a standard email client but requires the insertion of both the from-postal-address and to-postal-address in the body of the message in a specific format that is highly error-prone and cumbersome for users. There is no simple way to integrate such technology with mailing lists, thus minimising the usefulness of E-Snailfor anything but one-to-one personal correspondence. Recently in June 1998 the E-Snail service was discontinued and superseded by a similar provider called NetGram.

The NetGram system consists of a database of user-supplied postal recipients, and a specialized email server that allows you to designate those recipients by email. Currently NetGram  supports only ASCII text messages. The inventor regards NetGramevenmore restrictive and less capable than the old E-Snailservice.

Objects and Advantages

The general value proposition of any email-to-hybrid solution is:

1. Anything that can be represented as a computer file can be sent and received by email. Email reduces cost of communications, and is very fast, easy to use being fully integrated with the desktop with new access mechanisms offering users complete mobility in terms of email forwarding, web-mail and access by phone. Email is a perfect store-forward mechanism that allows access when convenient, ability to search people, companies and resources by integration with ever more powerful directory services that are now global.

2. Ever increasing numbers of individuals and corporations see postal services as an impost. Automating printing, folding into envelops, labelling and pre-paying envelops has been the source of a lot of expensive technology that is not readily available to Small to Medium Enterprises, Small Home Offices and individuals. Similarly, facsimile is often regarded as an additional impost.

3. Hybrid mail speeds delivery from tens of hours into hours. No time is wasted preparing the envelops, delivering the mail to the post box, which then has to wait for the pick up to the sorting centre. Hybrid mail is sent to the nearest hybrid mail print centre in minutes – not in hours.

This invention is unique in enabling hybrid mail for any Internet standards based email or web client without any additions or changes required to the client. 

All forms messaging including email-to-email, email-to-postal services, email-to-fax, email-to-mobile short messaging and the reverse can be integrated using the one email inbox.

The method for activation, authentication and billing establish a subscriber relationship that saves users from having to re-enter their from-address or credit-or-card debit details. The syntax of to-addressing minimises typing, is natural and very easy to learn. Our electronic addressing being SMTP standards compliant enables seamless integration with email distribution lists and list servers to cater for all messaging types supported.

A-party senders have complete control by what means she wants to send a message and B-party receivers - if subscribers to our service - have complete control how to receive a message.

For example, a B-party receiver may specify that a message sent to an email address or facsimile under the service will be directed to him as postal services:

1. Virtual Email is a concept previously reserved for the top executives with personal assistants sifting through email. Extend this service to the electrician or plumber running a Small Home Office but not having the time, or means to access a desktop. We can provide a virtual e-mail address and facsimile number with all the email and faxes converted to surface mail but still delivered very fast. We can even send a short message to the mobile for communications meeting specific criteria and the plumber can phone in for the most important messages or screen them later as surface mail. 


2. Our plumber with a facsimile number and email addresses will ‘look bigger’ but does not have to worry about having the technology. There are millions of business people who do not want to use any technology except the plain old telephone and open their letter mail. All the rest is an impost just because (some of) the customers are using it. 

A further major enhancement is the new concept of the B-party mailbag. A mailbag is a time-honoured postal concept for providing a bag of mail sorted by postal address to speed up a mail run. In our electronic mail bag the messages addressed to our B-party subscriber are collated to be printed just-in-time for the hybrid mail delivery to combine as many messages into a single envelop as possible. This saves our subscriber money and time in not having to open multiple envelopes. 

A further extension is to collate for the B-party specified period all the messages to be printed and enveloped all in one go and sorted by the B-party specified criteria, with pages hole punched ready for insertion into the receiver's folder. Remember last time you returned from holidays weary of the hundreds of emails and faxes waiting for you. Well, our service would expedite you catching up with work so much quicker.

Drawing Figures

Figure 1 shows a structure for the Hybrid Mail SMTP Handler with its main modules for authentication, address handling and billing.

Figure 2 shows methods for authentication.

Figure 3 shows Hybrid Mail SMTP Handler addressing functions.

Figure 4 shows itemised billing information.

Figure 5 shows subscriber activation.

Figure 6 shows usage of hybrid mail including sending messages and customer functions.

Summary

This invention presents a complete method for Internet SMTP standards based electronic addressing, authentication and billing of subscribers to the integrated electronic messaging and postal service. Email addresses and facsimile numbers can now be provided to people without access to the technology. Messages to a user can be collated into an electronic mail bag that is printed just-in time for the next postal mail drop.

Detailed Description of the Invention

The following unique processes form the invention:

1. Extended SMTP addressing

2. Authentication for extended SMTP addressing

3. Billing for extended SMTP addressing

4. Collating B-party mailbag 

Specification of Extended SMTP Addressing

Each subscriber including the virtual subscribers is allocated a lifetime subscriber-id as a database-generated key. This key is stored in globally distributed and replicated directory services and can be forwarded to any email or postal address and to facsimile and phone numbers including IP addresses. Forwarding adds value and revenue.

The format of all addressing whether email, postal, facsimile etc. communication is always: [service-flags@]base-address@domain where [is optional] and domain is our Internet domain as service providers. This domain may be replaced by the customer’s domain.

The base-address can be an email address, a postal address, a facsimile number or any other special service.

The first step in the SMTP routing process to is determine where the incoming email will be delivered as email in our domain. If so we accept it for delivery provided the incoming email domain matches the IP address as we reject spoofed addresses, secondly given that the incoming email domain is not black-listed by our anti-spamming filter and thirdly does not breach size limit and is virus free. This is the normal process for a quality messaging system.

Any email that requires the use of our gateway services must be authenticated for billing, non-repudiation and tracking purposes – the sender’s email address has to be listed in the directory services for valid subscribers. As an additional measure, the sender’s IP address has to be in the valid domain range. For example, the customer Ben.Livson@bal.com.au for would be checked for IP addresses starting with 202.139.x.y. A customer may wish to relax this requirement for authentication or include multiple ranges.

Spoofing an e-mail address for hybrid mail does not make sense because the surface mail generated will carry the from-address postal address information of the spoofed.

Additional forms of authentication range from the weak username-password authentication over a web-interface to the use of a X.509 certificate proving strong authentication.

Base-address defaults to save typing will be the sender’s area and country code. For example, a fax to Ben Livson 99580489@domain would dial 61-2-99580489.

The format of a postal addresses would be receiver.[unit or suite no].streetno.streetname[.town].zipcode[.state][.country]@domain, for example

Ben.Livson.36.Minnamurra_Road.2063@domain where 2063 signifies Northbridge and NSW. In the above example, the sender is in Australia and thus .au or .Australia is not required.

How does the system understand that Ben.Livson.36.Minnamurra_Road.2063@domain is a postal address as opposed to a valid email address? Well here is the unique invention – if the domain is ours we do a directory look-up and ascertain that it is not an email address and not phone-fax-special service number so it must be either an error or a postal address. If it is a different domain, then it must be email.

The last step is to check for an error by analysing the postal address format. The address has to translate into a valid postal address. Postcodes are verified against [.suburb][.state][.country].

The [-special-service flags] are optional and one of an increasing list of value added services, for example .x might be defined as express mail meaning that the final delivery of the surface mail is by an express courier. Others value added services include:

· Colour letterhead on demand.

· Support for 'spot' colour on text to greatly improve readability.

· Print on demand or personalised full colour brochures.

· Overhead transparencies.

· Greeting cards on demand

· Output voice or video to a storage medium such as CD-ROM or DVD.

Return receipts for email are part of the RFC for SMTP and are implemented as back-to-back receipts for the postal item generated.

Each mail will be assigned a message-id for tracking purposes and for usage billing reporting.

The use of barcodes on the printing, finishing and mailing equipment can provide complete confidence in the integrity of the mailout. These features are used for printing high value documents such as cheques and other financial instruments; as such they can become a costly option.

Value added services offered to corporations include:

· The outsourced mailroom (outbound) - all corporate correspondence leaves an organisation in this way.

· The outsourced mailroom (inbound) - scan incoming documents and distribute to customer electronically - this is now becoming popular with larger organisations, but would also be highly relevant for virtual corporations and people working from home in remote areas.

· Document audit services - An organisation might have a requirement that all outgoing communications are archived for future reference (ISO 9000 may require this) such archived documents would clearly carry great weight if a third party provided this service.

· Digital library facilitates the storage of documents for print on demand – particularly suited to low volume documents that change frequently - these might include full colour brochures, price lists, contracts, reference material, technical information etc. For example, a travelling salesperson could e-mail a covering letter for dispatch and select which items of standard collateral should be printed on demand and sent with the letter. The digital library enables documents to be viewed, changed or selected using a standard web browser. 

Internet standard S-MIME secure messages with digital signature for non-repudiation always have a return receipt for a postal item that will be charged for a premium and can be tracked by using a web-interface.

In fact, any mail item for an extra charge can be tracked. The sender authenticates, types in the email message-id to receive the status of the mail item and where it is if not already delivered. Senders may for an extra charge stop a postal item en-route.

Authentication

A key function of the SMTP handler is to authenticate electronic addressing to restrict any hybrid mails to paying users. Authenticate if any of the following conditions is true:

1.
Email is from the Hybrid Mail service provider domains.

2.
Email is from any of the other trusted domains.

3.
Email is signed with a certificate of the hybrid mail series.

4.
The email address has been registered with the user accepting the financial risk for weak authentication. The email address can be partially authenticated via DNS to establish that the IP packets are from the right domain. For example, email from Ben.Livson@bal.com.au could be rejected if the IP packets do not come from the DNS-MX designation 202.139.xxx.yyy for the domain bal.com.au. Also, any hybrid mail would carry Ben Livson's name and postal address as the sender of the envelope. Thus, any attempt to spoof as Ben.Livson@bal.com.au would not make any sense unless malicious.
5.
Http session with strong certificate based authentication.

6.
Http session with a weak username-password authentication if user accepts the financial risk for weak authentication.

7.
The to-address is a registered address for B-party services with the user accepting to pay for any hybrid mail services to the given electronic address. 

Billing and Customer Care

Hybrid Mail billing will be similar in the volume and complexity to the billing of a telecommunications carrier providing itemised billing. 

All processes including service activation, billing and customer care should be web and messaging enabled to minimise cost and to maximise customer satisfaction.

Examples of streamlined billing and customer care are:

· Customers activate themselves using secure web-forms.

· Customers maintain their profile including messaging preferences.

· Interface to all services will be by web, email or by IVR (phone).

· Bills are emailed. Detail is accessible by web.

· Trouble tickets are raised and tracked by web and email.

· System generated trouble ticket numbers are emailed back to the user. A user may by email or by web track the status of a trouble, will receive by email instructions and by web or email cancel or close a trouble ticket.

· All postal items have a system-id and can be tracked by web and by email.

The goal is whenever possible for the users to operate the system with only a tiny fraction requiring operator assistance.

SMTP Handler Billing Functions

The SMTP-Hybrid Mail Handler that processes emails to hybrid mail has to convert the SMTP-MIME mail including attachment to a format suitable for hybrid mail processing. In producing the itemised billing record, the handler issues a message-id, calculates as part of the print file conversion the number of pages to be printed. This in turn impacts on whether the mail goes out as a C6, B5 or A4 letter - for example a typical insertion technology may support up to six pages for C6 standard size envelope, B5 to 20 pages and requires A4 letter size for more than 20 pages. These details depend on both the insertion technology and national postal service classes.

The itemised billing record for hybrid mail consists of:

· 
Message-id

· 
Date-time

· 
From-address

· 
To-address

· 
Number of pages printed

· 
Mail class (as per standard postal services definition)

· 
Customer-id-for-billing

· 
Status - a record of both successful and unsuccessful hybrid mails is kept. Unsuccessful hybrid mail attempts include failed authentication, invalid postal address and unknown attachment type that cannot be converted.

· 
Value added service attributes
· 
Cost

The bill items are aggregated on a periodic basis for bulk billing. Third party credit cards may either be debited for each transaction or aggregated on a periodic basis but up to a limit. Customers receive an itemised monthly (periodic) bill by email. Customers may query on-line billing information via the web.

B-Party Preferences and Mailbag Collation

Authentication identifies whether a to-addressed email is a subscriber and if so the subscriber preferences are checked. A subscriber may request to receive messages by any method supported including postal services.

The method serves subscribers that do not have or do not want to have access to either email or facsimile. An email address or facsimile number can be allocated and forwarded to a postal recipient. Subscribes can not only receive but also reply to email or facsimile messages without access to technology. The envelopes from the hybrid mail provider have peel-off labels to reverse to and from address labels and reply paid label so that the subscriber can reuse the hybrid mail envelop to send it with her hand-written or typed reply back to the hybrid mail in-bound mailroom processing centre. The processing centre will scan and perform optical character recognition of the reply and send the reply to the original email address or facsimile number. Similarly, prepaid formatted envelopes will available for subscribes to send new email or facsimile messages by postal services. Thus, the hybrid mail service provider will free the subscriber from using any technology enabling her all the basic functions for receiving, replying and sending messages.

The reverse of subscribers requesting all communications to be electronic and sent to the email inbox including postal letters is handled by the same service provider in-bound mail room for scanning and optical character recognition. The subscriber activates such a service by forwarding post to the post box of the in-bound mailroom.

Hybrid mails according to subscriber preferences can be either:

· printed and delivered on-demand 

· collated and printed just-in-time for the next postal delivery in a single envelop

· collated for a specified period and printed for delivery in a single envelop

Collation is a premium value-added services limited by the hybrid print-mail infrastructure. The algorithm for collation for a given mail run depends on the overall load and scheduling aspects of the print-mail facility.

Conclusion, Ramifications, and Scope

The invention is a universal Internet standards compliant extension of SMTP messaging that enables the use of any standard email client or web browser. The method covers addressing, authentication and billing for any service provider licensed to use this invention.

The method extends to providing email and facsimile to subscribers that do not have access or do not want access to any technology.

The invention is independent of messaging vendors. Any modern SMTP messaging system with 'hooks' - an Application Programming Interface - can be adopted.

The invention calls for message handling to be on the server side. By virtue of this a standard email client or web-browser can be used without requiring any client modifications.

The addressing rules minimise the length of typing addresses. Addressing integrates with email distribution lists including list servers. All messaging can be integrated into the email inbox.

The following infrastructure is required for any service provider implementing and operating the invention:

· electronic messaging and directory service backbone

· modules for addressing, authentication, billing and optional mailbag collation as described by this invention

· A module to translate the message including header, body and attachment into a format acceptable by a hybrid mail system such as the International Data Post Data Stream IDP/DS. Typically, this includes conversion to a print file format such as the Adobe PDF with special rules for the postal address location and format within the document to be printed and compliance with the rules for marking start of document, sequential markers and end of document. This module by its nature depends on the proprietary hybrid mail system to be used. 

NB. CEN (Comité Européen de Normalisation) Technical Committee 331 on Postal Services WG 2, Hybrid Mail chaired by IDP is preparing a standard on hybrid mail. This downstream standard will make the adoption of this invention easier at least for the Postal Services interested in deploying the invention. However, there is nothing to stop other service providers from using their own proprietary downstream hybrid mail systems from benefiting from the invention. As explained the invention is glue between SMTP messaging and hybrid mail systems.

ABSTRACT

This invention - a SMTP Handler for integrating Internet standards compliant electronic messaging also known as Internet email with Postal Services - is presented.

Simple Mail Transfer Protocol (SMTP), documented in RFC 821, is Internet's standard host-to-host mail transport protocol used by my more than a 100 million Internet email users.

This invention describes methods to implement a Hybrid Mail System (HMS). Hybrid mail involves the acceptance of letters electronically, which are then distributed and processed electronically before being printed and enveloped -ready for normal mail delivery by Postal Services or by any alternative mail service provider.

The methods presented are a break-through in enabling the extension of an Integrated Messaging InBox to be extended for all SMTP address-able communications including postal addressing, voice mail, facsimile, pager, mobile short messaging and other messaging services.

The invention has advances the state of the art by presenting four new methods:

1. Method for extending SMTP addressing to all types messaging including postal addressing.

2. Method for authenticating Internet subscribers of the extended SMTP addressing services.

3. Method for billing any authenticated Internet subscriber of the extended SMTP addressing services.

4. Method for virtual email, facsimile and mailbag as unique new messaging value added services.

All the methods can be supported by the invention's design for a SMTP handler of all types messaging services including postal services.

The invention presents a break-through in allowing any Internet SMTP standards compliant email client or any HTTP standards compliant web browser to be used for hybrid mail. No additional client software is required. All the required conversion work is by the back-end service provider SMTP handler specified by this patent application.

Claims: I claim:

1. Method for extending SMTP standards compliant messaging to handle multiple message types selected from the group consisting of email, postal address, voicemail, facsimile, pager and mobile short message service, 
whereby a subscriber can use any standard email client or web browser to send or receive any of the said message types,

whereby email inbox and sendbox integrate all said types of messages,

whereby email distribution lists and list servers support all said types of messages,

whereby a subscriber without access to any messaging technology can be allocated an email address and a facsimile number with all messages converted into and delivered by postal services, and

whereby a subscriber can get postal letters converted into email.

2. The message addressing structure of claim 1 is optional-service-flags@address@domain wherein said service-flags represent value added services or postal service classes, wherein said address type is selected from the said group of messaging types, and wherein said domain belongs to a hybrid messaging service provider,
whereby the required length of postal message addressing is minimised by defaulting to the from-address country code and expanding suburb-town and state information from the post-code or zip-code, and

whereby the required length of telephony message addressing is minimised by defaulting to the subscriber's country-code and area code.

3. The message authentication methods of claim 1 support authentication selected from the group consisting of addresses from trusted domains, trusted sender or receiver SMTP addresses, web username and password logons, and electronic certificates, and 
whereby authentication of trusted domains and trusted addresses is strengthened by matching the message header's from-address-domain Internet Protocol IP packet address against the Internet Domain Name Service DNS.

4. The message billing methods of claim 1 support itemised billing selected from the group consisting of invoicing of bulk billed trusted domains, credit and debit card invoicing of individual subscribers.
5. The subscriber preferences of claim 1 support delivery methods selected from the said group of messaging types.
6. Addressees of claim 1 selected from the group consisting of email@domain and facsimile@domain wherein said delivery preference of claim 5 is postal service are freed from the use of messaging technology whether receiving, replying or sending said message types.

7. Delivery preferences of claim 5 for hybrid mail conversion into postal services support collation of messages, and
whereby cost and number of envelopes is minimised without sacrificing speed of delivery.
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